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Abstract—SDN is a key-enabler to achieve scalability in 5G
and Multi-access Edge Computing networks. To balance the
load between distributed SDN controllers, the migration of the
data plane components has been proposed. Different from most
previous works which use reactive mechanisms, we propose to
preemptively balance the load in the SDN control plane to
support network flows that require low latency communications.
First, we forecast the load of SDN controllers to prevent load
imbalances and schedule data plane migrations in advance. Second, we optimize the migration operations to achieve better load
balancing under delay constraints. Specifically, in the first step,
we construct two prediction models based on Auto Regressive
Integrated Moving Average (ARIMA) and Long Short-Term
Memory (LSTM) approaches to forecast SDN controllers’ load.
Then, we conduct a comparative study between these two models
and calculate their accuracies and forecast errors. The results
show that, in long-term predictions, the accuracy of LSTM model
outperforms that of ARIMA by 55% in terms of prediction
errors. In the second step, to select which data plane components
to migrate and where the migration should happen under delay
constraints, we formulate the problem as a non-linear binary
program, prove its NP-completeness and propose a reinforcement
learning algorithm to solve it. The simulations show that the
proposed algorithm performs close to optimal and outperforms
recent benchmark algorithms from the literature.
Index Terms—Software Defined Networking, Multi-Access
Edge Computing, Machine Learning, Reinforcement Learning,
Predictions, Load Balancing, Migration.

I. I NTRODUCTION
A distributed architecture of the SDN control plane is the
appropriate solution to overcome the present issues of the
centralized architecture, especially in large scale networks [1].
Specifically, a distributed architecture provides high scalability
and higher processing capacity for mobile applications at the
control plane, while avoiding traffic congestion, high delays
and single point of failure (i.e. bottleneck) issues [2]. In a
distributed control plane architecture, see Fig. 1, the network
is horizontally partitioned into several disjoint areas called
control domains, where each control domain is managed by
a single controller. This distributed architecture is currently
coupled with several standards of existing and emerging
technologies, notably Network Function Virtualization (NFV),
Service Function Chaining (SFC) and Multi-Access Edge
Computing (MEC) [3]. Moreover, it is a key component in
the 5G network [4]. Being part of all these technologies, the
distributed SDN architecture has, indeed, the ability to sustainably ensure the performance required by the target applications
in the data plane, notably delay-sensitive applications [5]–[7].

Fig. 1: A distributed SDN Mobile Networks Architecture

However, such an architecture gives rise to load distribution
problems which can seriously affect the scalability of the
control plane and decrease the exploitation of its resources
(e.g. the controllers’ processing capacity) [8]. In large-scale
networks, where the number of applications is huge and traffic
fluctuations are permanent, each controller should process and
respond, as fast as possible, to thousands of requests received
from the data plane components. Accordingly, this dynamic
network traffic can lead to a load imbalance among controllers,
i.e. some controllers will be overloaded while others will be
underloaded. When a controller is overloaded, its response
time to data plane components requests increases. Therefore, load balancing between SDN controllers is necessary to
minimize latency and to efficiently exploit the control plane
resources.
The data plane component migration is an efficient solution
that is widely used to balance the load between controllers
[9]. Indeed, when the load on controllers becomes disparate,
some data plane components are migrated from overloaded
controllers to underloaded controllers, which can fairly balance
the load between controllers. A migration operation of a
data plane component consists in changing its control domain
through a four-phase mechanism [10]. Although the data
plane component migration is a key-enabler to achieve load
balancing in the control plane, it presents several challenges
such as where the migration should happen (i.e. determining
the overloaded and the underloaded controllers) and which
data plane component should be migrated. To overcome these
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challenges, a large variety of algorithms and schemes have
been proposed in recent years [11]–[21]. However, we identify
two important research gaps in these works. First, all of them
propose reactive mechanisms for data plane component migration. A reactive mechanism triggers a migration operation after
detecting a controller overload, which makes it congested for
a certain period of time. Consequently, the response time of
the overloaded controller increases during this period. Second,
the cost of a migration operation has not been defined in terms
of delay, which can decrease the migration efficiency.
In this paper, we aim to preemptively balance the load
between controllers for delay sensitive applications on the
edge. Therefore, in order to fill the aforementioned research
gaps, we: (1) propose a long-term prediction model that
forecasts the controllers’ load; and (2) solve the load balancing
of the distributed SDN architecture by optimizing the tradeoff between load balancing and migration operation costs
that are based on the response times of SDN controllers.
Long-term predictions allow to detect a load unbalanced in
the control plane and, thus, react proactively by scheduling
migration operations in advance. This proactive mechanism
not only prevents controllers from being overloaded, but also
allows a careful selection of which data plane components
should be migrated and where the migration should happen.
Consequently, we formulate the SDN load balancing problem,
called SDN Load Balancing for Delay Sensitive Applications
(LBDSA), as an optimization program where the objective is
to minimize, through migration operations, a load balancing
factor combined with a migration operation cost. Due to this
proactive mechanism as well as the design of LBDSA model,
the delay sensitive application requirements are respected.
To summarize, the novelty of this work lies in two main
parts. The first part is a comparative study between Autoregressive Integrated Moving Average (ARIMA) [22]—a
traditional stochastic model—and a machine learning prediction model—Long Short-Term Memory (LSTM) [23]. In the
second part, we define the LBDSA problem and propose a
reinforcement learning algorithm to solve it. The key contributions of this work are summarized as follows:
•
•

•
•

•

We build and evaluate two prediction models, one based
on ARIMA and the other on LSTM.
We provide a performance analysis comparing the accuracy of the short and long term SDN controller load
predictions of the ARIMA and LSTM models.
We model LBDSA as a non-linear binary program and
study its NP-completeness.
Due to the NP-completeness result, obtaining an optimal
solution to LBDSA is computationally expensive. Thus,
we propose a reinforcement learning algorithm, called
2WSLS, that is based on the well-known Win-Stay-LoseShift (WSLS) learning policy [24], [25].
We evaluate the performance of 2WSLS against the
optimal solution and two state-of-art SDN load balancing
algorithms [17] and [11]. We show that 2WSLS is close
to optimal and outperforms the benchmark algorithms.

The rest of the paper is organized as follows. Section II
discusses recent works on load balancing in the SDN control
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plane based on data plane components migration operations.
Section III introduces the ARIMA and LSTM prediction
models. Sections IV constructs the ARIMA and LSTM models
used for long-term predictions and evaluates the obtained models. Section V compares the performance of the constructed
models in terms of accuracy for short-term and long-term
predictions. Section VI and Section VII present, respectively,
the system model for the SDN load balancing optimization
and the mathematical programming formulation of LBDSA
and its NP-completeness. Section VIII presents the proposed
learning algorithm, 2WSLS, and explain its operations. Section
IX highlights the performances of 2WSLS and discusses the
obtained results. Finally, section X concludes the paper.
II. R ELATED W ORK
The works presented in this section can be divided into
those that: (i) do not consider any costs related to data plane
component migration operations [11]–[16] and (ii) consider
data plane component migration costs [17]–[20].
In [11], the authors propose a load balancing mechanism
based on the real response time of controllers. They also
use this response time to define an appropriate threshold to
decide whether a controller is overloaded or not. Overloaded
controllers simultaneously migrate the heaviest switches to
underloaded controllers. However, the proposed mechanism
can increase the control traffic overhead since migration operations are performed simultaneously. The authors of [12] use
a load diversity factor, which is the ratio of their loads, to find
overloaded controllers and underloaded controllers. When the
diversity is caused by an overloaded controller, some switches
should be migrated from its domain of control, and when it
is caused by an underloaded controller, all switch under its
control should be migrated. To solve this switch migration
problem, they use a non-cooperative game in which the players
are the immigration controllers. In [13], a modified version
of the Hungarian algorithm is used to assign switches to
controllers. In the assignment process, the proposed algorithm
considers the round-trip time between the switches and the
controllers as well as the current load of the controllers. The
work in [14] solves the switch-controller assignment problem
in a two-phase manner. First, based on the flow paths, a greedy
set coverage algorithm is used to form a minimum number
of control domains that contain the most switches on the
paths. The obtained assignment is used in the second phase
by a coalition game strategy to improve the load balancing
between the controllers. In this phase, switches can change
their coalitions to achieve a Nash equilibrium. However, the
proposed approach results in a higher number of migration
operations. To solve the dynamic controller-switch assignment
problem in a long-term horizon, authors in [15] decompose it
into a series of one time-slot assignment problems using the
Randomized Fixed Horizon Control (RFHC) framework. In
each time slot, given the request rate of each switch, a twophase algorithm is used to assign switches to controllers. In
the first phase, the assignment problem is modeled as manyto-one matching game. In the second phase, the obtained result
from the first phase is used as an input for a coalition game
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to achieve a Nash equilibrium. To maximize the efficiency of
the flow setup between controllers and switches, the authors
in [16] define a long-term optimization problem for controller
placement and controller-switch assignment. The placement
of controllers is planned considering eventual future switch
migration operations. After the controllers are placed, switch
migration operations can be performed by choosing switches
with the highest load from overloaded controllers. To sum up,
the works in [11]–[16] do not consider any migration cost to
evaluate the effectiveness of migration operations.
The authors of [17] deal with the switch migration problem
by performing two types of switch movements. They propose
a heuristic algorithm that uses shift and swap moves to
migrate switches from overloaded controllers to underloaded
controllers. A shift move is the classical migration operation
of a switch while a swap move is when two switches exchange
their master controllers through migration operations. The cost
of migrating a switch depends on the latency between (i) the
controllers involved in the migration operation and (ii) the
migrated switch and the controllers involved in the migration
operation. The swap move is very useful for load balancing
between controllers when the shift move is impossible. However, performing swap moves hugely increase the migration
cost in terms of time and control plane overhead. The authors
of [18] define a load diversity factor to divide controllers into
overloaded controllers and underloaded controllers. The load
diversity factor between two controllers is the ratio of their
loads and when this ratio exceeds a predetermined threshold,
switch migration is performed. The overloaded controller
chooses to migrate the switch which has a large latency to
it and consumes less resources. A destination controller is
selected to maximize the migration efficiency which is defined
as the ratio of load balancing variation to migration cost.
Similarly, the authors of [19] use the same load diversity factor
but they consider the synchronization and routing overheads
when calculating the load of a controller. In [20], a multicriteria decision method called Technique for Order Preference
by Similarity to an Ideal Solution (TOPSIS) is used to choose
the target controller. These criteria are based on resource
consumption and hop distance. Also, they use a probabilistic
model in which the switch with a low resource consumption
is selected for migration. The cost of a migration operation
is mainly defined, in [18]–[20], by the load added to the
control traffic overhead without considering the time required
for this migration operation, which can decrease the migration
efficiency.
III. SDN C ONTROLLER L OAD P REDICTION M ODELS
In this section, we define the SDN controller load considered in this work and the basic concepts of time series. Then,
we review the essential mathematical background on how the
predictions are made using ARIMA and LSTM models.
A. SDN controller load
The load of an SDN controller at time t, denoted by L(t),
can be defined as the sum of the requests received from (i) the
managed data plane components, (ii) other SDN controllers,
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or (iii) any network entity which can communicate with this
controller. In this work, we consider the requests sent by the
data plane components as the most important load of an SDN
controller [26], in particular, the P acket In messages of the
OpenFlow protocol.
To predict the load of each SDN controller in a distributed
control plane architecture, we assume that there exists a
root controller that has a global view of the network [27].
Indeed, the root controller is connected to the other controllers
and does not manage any data plane component. In such
an architecture, all controllers update the root controller of
their control domain state. Thus, the root controller knows all
information about each controller, including their load history.
Based on the load history of the SDN controllers, the root
controller can make load predictions for each controller.
B. Time series and predictions
Time series is an ordered sequence of measured data points
(i.e. observations) over a period of time, usually at regular
time intervals. The importance of the order lies in a possible
existence of dependencies between the observations, thus,
changing the order could change the meaning of the data. In
our case, we are working on a single variable, which is the
SDN controller load L(t). Therefore, the studied time series is
termed univariate. Moreover, the controller load is measured
every second, which makes it a discrete time series. The major
benefit of analyzing the load of SDN controllers as a time
series is to predict its future values. Make predictions is about
forecasting the future with no error or as little error as possible.
For this reason, a suitable prediction model must be trained by
using the time series data. Also, the parameters of the model
should be fitted to extract patterns from the data. Depending on
the studied problem, predictions can be performed for shortterm or long-term prospects. For the purpose of our study,
which is the prediction of any load imbalance in the control
plane to schedule data plane component migration operations
in advance, the long-term forecast is the appropriate model.
C. Multi-step load prediction
Our objective through load prediction is to detect any
load imbalance in the control plane. Hence, it is possible to
schedule migration operations for data plane components in
advance. To perform effective migration operations, several
tasks need to be executed such as choosing the data plane
components to migrate and their new control domains. For
this reason, long-term prediction is the appropriate model that
allows a careful selection of which data plane components
need to migrate and where the migration should happen. Longterm prediction refers to perform multi-step forecasting of
SDN controller load. In this work, we used Multiple Input
and Multiple Output (MIMO) strategy to predict multi-step
of the SDN controller load. MIMO strategy uses the same
past observations to predict the entire forecast sequence in one
shot manner with the same fitted model. Let L(t + w) be the
predicted SDN controller load in step w (i.e. at time t+w), the
prediction of the sequence {L(t + 1), L(t + 2), ..., L(t + w)}
can be defined by F (L(t), ..., L(t−p+1)), where F is vectorvalued function and p is the number of observations.
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D. Load prediction using ARIMA and LSTM
In order to investigate the effectiveness of time series
models to make predictions with higher accuracy and lower
forecast errors, our study aims to compare a traditional
stochastic and a machine learning models, namely ARIMA
and LSTM, respectively. The main reasons that led us to
choose ARIMA as a representative of stochastic forecasting
models are the non-stationary property of our dataset and that
ARIMA is considered to be the most general model among
linear models. As a representative of the machine learning
models, we preferred LSTM for many reasons, namely our
data can be nonlinear, it is dynamic and can comprise high
autocorrelations across different periods of time. Also, LSTM
can preserve and train the features of data for a longer period
of time. Moreover, ARIMA and LSTM have been widely
exploited in different forecasting domains [28], [29].
1) Load prediction using ARIMA:
In an Autoregressive Integrated Moving Average (ARIMA)
model, the future values of a variable are supposed to be a
linear combination of several past values (i.e. observations)
and random errors. In time series analysis and prediction
applications, the ARIMA model is the general model of the
Autoregressive (AR) model, the Moving Average (MA) model,
and the combination of AR and MA (ARMA) models. Indeed,
an autoregressive model of order p, denoted by AR(p), is based
on the idea that the current value L(t) of the time series
at time t, i.e. the SDN controller load in our case, can be
expressed as a linear combination of p past values, with a
random error E(t). Rather than using past observations of the
forecast variable, a moving average model of order q, denoted
by MA(q), uses the previous errors as predictors for future outcomes. ARMA(p, q) modelP
combines the twoP
previous models
p
q
as follows : L(t) = E(t)+ i=1 φi B i L(t)+ j=1 θj B j E(t),
where φi and θj are the parameters of the model and E(t)
is a random error with zero mean and constant variance.
B i ∗ L(t) = L(t − i) is the backshift operator.
The ARMA model can only be used for stationary time
series. However, in many situations, the statistical properties
(e.g. mean, variance) of a time series change over time, making
it non-stationary. For this reason, the ARMA model has been
generalized by the ARIMA model to integrate the case of nonstationary time series. A non-stationary time series becomes
unpredictable and cannot be modeled or predicted. Thus,
working with stationary time series is easier because they can
be analyzed and forecasted. In an ARIMA (p, d, q) model, a
non-stationary time series can be transformed to a stationary
series through the differentiationP
process. The
 ARIMAd (p, d, q)
p
i
modelPis formulated
as
1
−
φ
B
(1 − B) L(t) =
i=1 i

q
1 + j=1 θj B j E(t), where d is the degree of differencing
and (1 − B)d L(t) = L(t) − L(t − d).
2) Load prediction using LSTM:
As a type of Recurrent Neural Network (RNN), the LSTM
network has a powerful ability to remember information from
earlier stages in order to make predictions over an extended
horizon. In fact, the main idea behind these networks is to give
the model visibility about the previous stages while generating
predictions for the current input. Accordingly, previous states
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need to be remembered, which allows the network to learn
and exploit the sequential observations when forecasting next
steps. The LSTM network has the particularity to selectively
remember pattern for long sequences. An LSTM network is
a set of memory blocks called cells which are responsible
for filtering, eliminating and adding information through three
gates, namely the input gate, the forget gate and the output
gate. The forget gate is used to decide whether the information
from the previous cell should be thrown. The decision of which
part should be memorized from the current input and hidden
state is made by the input gate. The output gate acts as a filter
to determine what will be conducted out of the cell.
IV. C ONSTRUCTION OF P REDICTION M ODELS
This section introduces the source of the dataset used in this
work and how it is prepared before being used by prediction
models. Next, we describe the process of constructing the
ARIMA and LSTM models and evaluate the obtained models.
A. Simulation Setup
All simulations and experiments, namely dataset generation,
ARIMA and LSTM modeling, training process and predictions, were performed on a laptop with an Intel Core i7-8750H
processor, 16 GB of RAM and NVIDIA GeForce GTX 1070
graphic card. The software environment used in this work
includes Keras version 2.2.4 with TensorFlow 1.14.0 backend.
B. Dataset Description and Preparation
The dataset used in this work is the SDN controller load,
in other words, the sum of the number of requests sent by
the data plane components to the controller. In order to have
this type of data, we created an SDN network using the
Mininet emulator. We used RYU [30] as an SDN controller
and the OpenFlow protocol version 1.3 as a southbound
interface between the data plane components and the SDN
controller. As data plane components, we used virtual switches
that support the OpenFlow protocol. We built a data plane
layer that contains 38 virtual switches. The virtual switches
are randomly connected, and each switch is connected to 3
hosts. To avoid network architecture dependency, different
data plane topologies are created by regularly and randomly
changing the connection between switches throughout the
generation period of the dataset. In order to have dynamic
traffic as in a real network, we used Iperf to generate UDP
and TCP traffic, the D-ITG generator to produce VoIP and
DNS traffic and Wget to generate HTTP traffic. Also, the
generated VOIP and DNS traffics follow an exponential and
uniform distribution, respectively. These setups enable the
dynamicity in the generated traffic of the constructed network.
All these traffics are generated by randomly selecting hosts.
The traffic generators are executed for 6 hours while capturing
the exchanged messages between the SDN controller and the
virtual switches. Then, the captured traffic was filtered to
keep only the requests received by the SDN controller (e.g.
P acket In messages).
Dataset preparation is crucial to achieve better forecasting
performance. First, we dealt with noisy and inconsistent data
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Fig. 2: Autocorrelation function of the original series

Fig. 3: Autocorrelation function of 1st differencing

by replacing outliers with the average of the sequence data.
Since the processing capacity of an SDN controller is defined
by the number of packets that it can handle per second, the
obtained traffic is sampled every second. Thus, our data is
transformed into time series with a time step size equal to 1
second. Each value in the time series represents an observation
of the SDN controller load. Then, the data is divided into
two partitions, train and test subsets, while maintaining the
temporal order of observations. Training data is used to fit
the model by adjusting its parameters. Test data is used to
evaluate the obtained model after the training phase and is not
used in learning phase. Our data is large enough, thus, using
80% for training and 20% for test keeps both subsets highly
representative.

The next step in building the ARIMA model for our time
series is the identification of the autoregressive degree p and
the moving average degree q. ARIMA model selection requires
fitting multiple models on the prepared dataset (i.e. estimating
the performance of several models) and then choosing the best
one of them. A model is considered the best if its performance
on the training dataset is good and its complexity is low. We
can use the Partial AutoCorrelation Function (PACF) and the
ACF to approximately figure out how many autoregressive and
moving average terms, respectively, are required to remove
any autocorrelation in the stationary time series. However,
inspecting the PACF and ACF plots may not lead us to
identify the optimal AR and MA degrees. In order to obtain
an optimal ARIMA model we employed Akaike Information
Criterium (AIC) method to select AR and MA degrees. AIC
is an effective way to choose a model that has a good fit
but few parameters (i.e. p and q in our case) and is given by
AIC = 2K − 2ln (L), where K is the number of parameters
in the model (e.g. p, q degrees) and L is the likelihood of the
data. Since we determined before the degree of differencing,
d = 1, we varied the values of p and q to find the smallest AIC
result. The best model is ARIMA (4,1,3) that corresponds to
an AIC equals to 28997.957.
3) Evaluation of the obtained ARIMA model:
All steps previously followed to build an adequate ARIMA
model with the time series, namely the identification of the
differentiation degree, the AR degree and the MA degree,
aim to build an effective and parsimonious model. In order to
evaluate the obtained model, i.e. ARIMA (4,1,3), we examined
the residuals plot to ensure there are no patterns. Fig. 4 and
Fig. 5 illustrate the residual errors plot and the density plot,
respectively. The residual errors seem to be stationary, i.e.
fluctuation around a mean of zero, and the density plot shows
a Gaussian distribution with mean zero. Fig. 6 depicts the
ACF plot of the residual errors in which we can observe
that all autocorrelations are within the threshold limits, i.e.
no autocorrelations between the residuals. Therefore, the fitted
ARIMA(4,1,3) model is excellent.

C. ARIMA Modeling
An ARIMA model, denoted by ARIMA(p, d, q), is composed of integrated I(d), autoregressive AR(p) and moving
average MA(q) components, where d is the number of differencing required to make the time series stationary; p is
the number of lag observations included in the model; and
q is the number of lagged forecast errors in the prediction
equation. In order to build an effective forecasting model, the
three parameters d, p and q must be carefully determined.
1) Differencing Order:
The purpose of differencing a time series is to make it
stationary (i.e. the properties of the time series doesn’t depend
on the time). In order to study the stationarity and define the
right degree of differencing, we analyzed the AutoCorrelation
Function (ACF). A time series is said to be stationary if the
ACF plot quickly reaches zero, while the ACF of a nonstationary time series slowly decreases to zero. In Fig. 2, we
observed that the ACF of the original time series has positive
autocorrelations for a large number of lags (more than 10
lags), thus, the time series needs to be differentiated. Also,
if the autocorrelation of lag 1 is too negative, less than 0.5, the time series is over-differentiated. Therefore, looking
at the ACF plot of the 1st differencing, see Fig. 3, the lag 1
autocorrelation is greater than -0.5, which indicates that the
time series is not over-differentiated. Accordingly, the optimal
degree of differencing for this time series is d = 1. To remove
all traces of autocorrelations in the residuals, autoregressive
and moving average terms should be added.
2) Autoregressive and moving average order:

D. LSTM Network Modeling
To select an LSTM network that can make predictions with
high accuracy, several hyperparameters, such as the number of
hidden layers, the number of neurons of each layer, the loss
function, the optimizer and the number of previous observations, need to be tuned. The hyperparameter tuning process

0018-9545 (c) 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
Authorized licensed use limited to: Universite De Sherbrooke. Downloaded on January 19,2021 at 19:33:30 UTC from IEEE Xplore. Restrictions apply.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TVT.2020.3038918, IEEE
Transactions on Vehicular Technology
IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. XX, NO. XX, XXX 2020

Fig. 4: Residual errors of the fitted
ARIMA(4,1,3) model.

6

Fig. 5: Residual errors density of
the fitted ARIMA(4,1,3) model.

refers to find the best combination of hyperparameters to obtain a better performance. Before tuning the hyperparameters
of the LSTM network, we first differentiated the time series
to make it stationary. According to the construction process
of the ARIMA model, performing first order differencing
is sufficient to make the time series stationary. Then, we
transformed the time series values to be on a scaled between 0
and 1. Data scaling is important because it avoids large input
values that could slow down the leaning and convergence of
the LSTM network. To provide an unbiased evaluation of the
fitted model on the training dataset, we used the validation
dataset. The model consults the validation dataset to validate
its performance and not to learn from it.
In this work we performed the random search method to
find the best solution for the built LSTM model. Based on this
method, random combinations of the hyperparameters are used
to train the LSTM model. The utilization of random search
method allows to explicitly control the used parameters and the
number of attempted combinations. After training and tuning
multiple combinations, the most important hyperparameters of
the retained LSTM model are summarized in Table II.
Hyperparameter

Value

Number of hidden layers

3

Number of neurons in each layer

200

Activation function in all layers

Relu

Optimizer

Adam

Loss function

Mean Squared Error

Number of previous observations

200

TABLE I: Retained Hyperparameters for LSTM network.

V. P REDICTION P ERFORMANCE E VALUATION
To compare the performance of ARIMA and LSTM in terms
of short-term and long-term prediction, we present, in this
section, the metrics used to evaluate the studied models. Then,
we show the prediction results of each model and compare
their performance in SDN controller load prediction.
A. Evaluation Metrics
To assess the performance of the two prediction models, i.e.
ARIMA and LSTM, in terms of accuracy, we used the Root
Mean Square Error (RMSE), the Coefficient of Determination

Fig. 6: Autocorrelation function of
residual errors.

R2 , the Mean Absolute Error (MAE) and the Mean Absolute
Percentage Error (MAPE) as evaluation metrics. For each
step w (i.e. at time t + w). In RMSE formula the errors
are squared before they are averaged, which penalizes large
errors. R2 the square of the correlation between the actual
and predicted values. MAE is the average of all absolute errors
of predictions and it is a linear score, which means that all
the individual differences are weighted equally in the average.
MAPE measures the accuracy of a model as a percentage.
Metrics

Forecasting step

ARIMA

LSTM

MAE

t+1
t+15
t+30

64.04
353.94
573.71

77.82
204.74
296.95

t+1
t+15

12.49
50.02

17.40
32.16

t+30

99.99

45.32

MAPE(%)

TABLE II: MAE and MAPE scores of ARIMA and LSTM.

B. Prediction Results
Using ARIMA and LSTM models, we performed multi-step
predictions. The experiment involved forecasting the controller
load from 1 to 30 seconds into the future. As mentioned before,
we used the 20% of the dataset (i.e. dataset of tests) to compare
ARIMA and LSTM in terms of prediction accuracy.
Fig. 7a, 7b and 7c illustrate the prediction results of SDN
controller load for step 1, 15 and 30, respectively. From
figure 7a, we observe that both models achieved good forecast
performance for short-term predictions t+1. In fact, ARIMA
and LSTM predictions for step t+1 closely follow the actual
(i.e. real values) SDN controller load, displaying similar
patterns. On the one hand, ARIMA prediction results slightly
outperform those of LSTM in step t+1 with 4.91% and 13.78
of difference in terms of MAPE and MAE, respectively. On
the other hand, from Table III, LSTM model has the minimum
score in terms of MAE and MAPE for step t+15 and t+30.
We can note that LSTM model can follow some peaks of
SDN controller load fluctuations, Fig. 7b and Fig. 7c. The
percentage error (i.e. MAPE) of the ARIMA model predictions
in step 30 reached 99.99% while the MAPE of the LSTM
model stopped at 45%. With this difference of 55%, the
performance of LSTM is much better in long-term predictions
than the ARIMA model. In addition, ARIMA predictions
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Fig. 7: SDN controller load prediction results of ARIMA and LSTM models for different steps.
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Fig. 8: RMSE of ARIMA and LSTM from t+1 to t+30.

of LSTM achieves 0.35 at step t+30.
Using the predefined evaluation metrics, we compared the
accuracy of ARIMA and LSTM to predict, in short-term
and long-term, the load of SDN controllers. When a load
imbalance is predicted in a distributed SDN control plane,
we need to judiciously choose which data plane component to
migrate and where the migration should happen to guarantee
an efficient migration operation. Thus, the next step is to
properly design a migration-based model to balance the load
between controllers while considering a migration cost.
VI. S YSTEM M ODEL
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Fig. 9: R2 of ARIMA and LSTM from t+1 to t+30.

results for the three steps, namely t+1, t+15 and t+30, have
roughly the same outline, which is explained by the fact that
an ARIMA model try always to follow the mean value.
Furthermore, to compare the accuracy of the ARIMA and
LSTM models, the RMSE score and the coefficient of determination R2 were plotted from step t+1 to step t+30. Fig. 8
shows that the RMSE score increases proportionally with the
prediction steps. In fact, the errors in the prediction results of
the two models, i.e. ARIMA and LSTM, become high where
the forecasts are made for farther stages in the future. However,
the LSTM model has better results in long-term predictions
than ARIMA with a difference of 400.31 in terms of RMSE
score for t+30, while ARIMA is still lightly good in shortterm predictions. Similarly, we plotted and analyzed the R2
scores in Fig. 9. R2 varies between 0 and 1, i.e. between a
weak prediction results when R2 is close to 0 and a good
prediction results when R2 is close to 1. From Fig. 9, we
can see that the R2 scores of both models decrease tend to 0
as the prediction step increases. However, the R2 of ARIMA
model quickly reaches 0, starting from step 18, while the R2

We consider a distributed SDN control plane architecture composed of a finite set of SDN controllers C =
{c1 , c2 , c3 , ..., cn } , with |C| = n. Each controller ck has a
limited processing capacity αk defined as the possible number
of requests that can be processed per time unit,and we denote
by α = {α1 , α2 , α3 , ..., αn } the set of capacities of the
controllers. The data plane contains a finite set of components
S = {s1 , s2 , s3 , ..., sm } , with |S| = m. In a distributed
control plane architecture, each controller manages a sub-set of
data plane components. Accordingly, we define the association
between controllers and data plane components as a binary
matrix Xn×m , where xki = 1 if and only if ck manages the
data plane component si . As explained before, the load of
an SDN controller is the sum of the Packet In messages sent
th
by the data plane components. Therefore,
Pm the load of the k
controller can be calculated as Lk = i=1 xki ∗ li , where li
is the number of requests sent by si .
In order to calculate the response time of a controller, we
consider the following assumptions: (i) the arrival process of
the number of requests follows a Poisson distribution (i.e.
Packet In messages) whereas the inter-arrival times follows
an exponential distribution; (ii) the processing times (i.e.
service times) of the requests, within an SDN controller, are
independent of each other, independent of the arrival process
and obey an exponential distribution. Accordingly, the SDN
controller can be modeled as an M/M/1 queuing system.
By applying Little’s law, we calculate the response time of
controller ck as follows:
Trk =

1
.
αk − Lk

(1)
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To meet the requirements of delay sensitive applications,
the response time of controllers should be adequate with the
latency required by these applications. Thus, the response time
of each controller must not exceed a threshold Tth .
From Eq. 1 we notice that the response time Trk of
controller ck is proportional to its load Lk . Thus, performing
load balancing in the control plane maintains fairness between
controllers in terms of response time. To measure how fairly
the load is distributed among controllers, we define the load
balancing factor LB as follows:
LB =

n X
n
X

Trk − Trk0 .

(2)

k=1 k0 >k

In Eq. 2, the lower the difference between the response
times, the greater is the load balancing in the control plane.

Fig. 10: Messages exchanged between the data plane component, the initial controller and the final controller during a
migration operation [10].

B. Migration Protocol
In a migration operation, when a data plane component si
migrates from controller ck to controller ck0 , the former is
called the initial controller and the letter is called the final
controller. In order to ensure a normal operation of si , ck and
ck0 during a migration operation, a migration protocol [10]
should be implemented, which includes four phases, as shown
in Fig. 10: (i) change role of the final controller to Equal, (ii)
insert and remove a dummy flow, (iii) flush pending requests
with a barrier, and (iv) change role of the final controller
to Master. The first phase consists in changing the role of
the final controller from Slave to Equal. For this reason, the
final controller should respond to two received messages, the
first one is sent by the initial controller (i.e. Start migration)
and the second one is an asynchronous message sent by the
migrated data plane component (i.e. Role-reply message for
Equal). In the end of this phase, the final controller sends to
the initial controller a message indicating that it is ready for
the migration operation. Consequently, in the second phase,
the initial controller sends two successive messages (i.e. a
Flow-mod add command and a Barrier request message) to
the migrated data plane component as a response to the last
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message from the final controller. Next, in response to the
Barrier-replay message, the initial controller removes the flow
table entry added by the Flow-mod command. In the third
phase, the initial controller sends another Barrier message to
the migrated data plane component as a consecutive command
upon receiving the Flow-Removed message in the second
phase. This message is used by the controller to ensure that all
previous requests are processed by the data plane component
before detaching from its management as a Master controller.
Then, as a response to the Barrier-replay message, the initial
controller sends a message to the final controller indicating
the end of the migration. Finally, in the fourth phase, the final
controller changes its role from Equal to Master by sending a
Role-request message to the migrated data plane component.
By analyzing the behavior of the initial and the final
controllers in the four-phase migration protocol, we can notice
that the initial controller should react four times after receiving
four messages and the final controller should react three times
after receiving three messages. The four responses of the initial
controller are: (i) Flow-mod add command and Barrier request
message, (ii) Flow-mod delete command, (iii) Barrier request
message, and (iv) End-migration.The three responses of the
final controller are: (i) Ready for migration, (ii) Role-request
message to Equal, and (iii) Role-request message to Master.
C. Migration Cost
initial
We denote the initial association matrix by Xn×m
and the
final association matrix, after performing migration operations,
f inal
initial
. The logical XOR operation between Xn×m
by Xn×m
f inal
and Xn×m defines the binary migration matrix Mn×m , i.e.
f inal
inital
Mn×m = Xn×m
⊕ Xn×m
, where mki = 1 if and only if ck
is either an initial or a final controller of si .
To present the controllers involved in migration operations
initial
=
as initial controllers, we define the binary matrix Mn×m
inital
Mn×m • Xn×m , where • is the AND operator and minitial
=
ki
1 if and only if ck is the initial controller of si . Similarly, we
f inal
f inal
define Mn×m
= Mn×m • Xn×m
to present the controllers
involved in migration as final controllers, where mfkiinal = 1
if and only if ck is the final controller of si .
Using the OpenFlow-based migration mechanism, the migration operation of a data plane component is performed
by exchanging a set of messages, as shown in Fig. 10,
between this component, the initial controller and the final
controller. Therefore, we define the migration cost of a data
plane component based on the time required to exchange all
of these messages. This needed time for the accomplishment
of a migration operation depends on the transmission delay
of these messages, the response time of the initial controller,
the response time of the final controller and the response time
of the data plane component. Since the response time of a
controller is usually much greater than the transmission delay
and the response time of the data plane component [31] [32],
we assume that the cost of a migration operation depends only
on the response time of the initial and final controller. Hence,
the cost of migrating si can be defined as follows:
n
n
X
X
Tmi =
4 ∗ Trk ∗ minitial
+
3 ∗ Trk0 ∗ mfk0inal
(3)
ki
i .
k=1

k0 =1
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In Eq. 3, the first sum calculates the response time of the
initial controller required to migrate si and the second sum
calculates the needed response time of the final controller.
Since the initial controller should respond four times after
receiving four messages and the final controller should respond
three times after receiving three messages (see Section VI-B),
we multiply the response time of the initial controller by four
and that of the final controller by three. In addition, we define
the total migration cost Tm as follows:
Tm =

m
X

Tmi

(4)

i=1

Performing many migration operations increases the migration cost, which affects the performance of controllers. Since
we are studying the SDN load balancing problem for delaysensitive applications on the edge [33], a significant migration
cost heavily impacts the services offered by these applications.
Accordingly, the objective of LBSDA is to minimize the LB
factor through migration operations, but not at the expense of
the migration cost. To optimally solve the LBDSA problem,
we formulate it as an optimization problem in the next section.
VII. P ROBLEM F ORMULATION AND NP- HARDNESS
A. Problem Formulation
In order to optimize the load balancing and the migration
cost, we transform the two objectives, LB and Tm , into a
weighted sum by introducing a weight factor ω ∈ [0, 1].
Consequently, LBDSA can be formulated as follows:
minimize
X, M
subject to

ω × LB + (1 − ω) × Tm
n
X

xki = 1, ∀i ∈ {1, 2, 3, ..., m} ,

(5a)
(5b)

k=1

Lk < αk , ∀k ∈ {1, 2, 3, ..., n} ,
Trk ≤ Tth , ∀k ∈ {1, 2, 3, ..., n} ,

(5c)
(5d)

xki , mki , minitial
, mfkiinal ∈ {0, 1} .
ki

(5e)

Equation (5a) formulates the weighted summation of the
two objectives. Constraints (5b) ensure that each data plane
component must be assigned to exactly one controller. Constraints (5c) guarantee that the load of each controller should
not exceed its processing capacity. Constraints (5d) state that
the response time of each controller cannot exceed a defined
threshold Tth related to latency required by delay sensitive
applications. Constraint (5e) lists the optimization variables.
Due to the non-linearity of Eq. 1, LBDSA is a non-linear
binary programing problem.
B. NP-hardness
We denote the LBDSA problem (Eq. 5) here by P . To prove
that P is NP-complete we (i) consider a decision version of
the problem, (ii) show that P belongs to the non-deterministic
polynomial time class (NP), and (iii) reduce, on a polynomialtime, PARTITION problem [34] to P . In [35], the reduction
from PARTITION problem has been used to demonstrate the
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NP-completeness of a similar load balancing problem in the
SDN control plane. Since our problem is different from the
one in [35], we cannot argue that our problem is NP-hard. A
reduction from the problem of [35] to our problem is probably
possible but it is not evident as both problems have different
objectives and constraints. To present a simple proof, we use
partition to prove the NP-hardness of our problem.
Definition 1: PARTITION problem
The PARTITION problem is a decision problem and is defined
as follows: given a set S of integers, the task is to find if S
can be divided into two subsets S1 and S2 such that the sum
of all elements in S
P1 equals the sum
P of all elements in S2 , i.e.
S1 ∪ S2 = S and s1 ∈S1 s1 = s2 ∈S2 s2 .
Theorem 1: P is NP-complete
Proof: We prove the theorem by restriction, i.e. we prove
that a restricted version of P is NP-complete. First, we prove
that P is in NP. This is true since the knowledge of an
association matrix Xn×m between data plane components and
controllers makes it is possible to verify, in polynomial time,
that the processing capacity (α) of the controllers has not been
violated and the response time (Tr ) of the controllers does not
exceed the defined threshold (Tth ).
PARTITION problem can be stated alternatively as follows:
given a finite set S and each element s ∈ S present a load
value
load(s) ∈ P
N, is there a subset S 0 ⊆ S such that
P
s∈S 0 load(s) =
s∈S\S 0 load(s)?
The restricted version of P is constructed as follows. Let
C = {c1 , c2 }, ω = 1 and α1 = α2 . Each si represents an
element s ∈ S and has a number of requests (i.e. load) li =
load(si ). Then, given a YES solution S1 and S2 for PARTITION problem, we can create an association matrix Xn×m as
a solution to P as follows, xP
1i = 1 for all i ∈ SP
1 and x2i = 1
m
m
for all i ∈ S2 . We obtain
i=1 x1i × li =
i=1 x2i × li ,
so L1 = L2 . Since, we choose α1 = α2 , then Tr1 = Tr2 .
Thus, we have a solution xki ∈ {0, 1} , ∀i ∈ {1, 2, ..., m}
and ∀ k ∈ {1, 2} with LB = 0. The reverse part can be
done similarly. Since PARTITION problem is NP-complete,
the reduction is done in polynomial-time and P is in NP, this
proves that P is NP-complete which proves the theorem.
We showed that LBDSA is NP-complete, and thus it is
very challenging to solve optimally, specifically in large-scale
networks. To overcome this issue, we invoke machine learning
tools for performing the association task between data plane
components and SDN controllers in a computationally efficient
manner. In particular, we use Reinforcement Learning (RL) to
efficiently obtain the association solution to LBDSA. In the
next section, we describe our proposed RL algorithm.
VIII. R EINFORCEMENT L EARNING A LGORITHM
In RL, an agent interacts with its environment and its
aim is to make suboptimal decisions based on its previous
experience. The major challenge the agent is facing is to
find a tradeoff between exploitation, the desire to make the
best decision given current information, and exploration, the
desire to try a new decision which may lead to better results.
While interacting with its environment, the agent observes
the state of the environment and performs an action using
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a certain policy. According to the performed action, the state
of the environment changes and the agent receives a reward
or penalty. The agent would like to maximize its accumulated
reward (or minimize its accumulated penalty) in the long run.
Every time the agent observes the state of the environment,
performs an action it learns from this experience and refines
its policy. This process is repeated until a suboptimal decision
is found. The details are given in the sequel.
A. Preliminary Definitions
First, we assume that the root controller includes a RL
agent that knows the necessary network information about this
architecture, namely the control domain of each controller, the
load of controllers and the response time of controllers. In
other words, we assume that the root controller represents the
RL agent which will perform the learning process.
For LBDSA, we define the state set, action set and rewards
as follows.
States. The observed state by the RL agent is given by the
data plane components managed by each controller, the load
of controllers, the response time of controllers (Eq. 1) and the
achieved load balancing level LB.
Actions. An action represents the decision to choose a
controller ck ∈ C as the final controller for a data plane
component si ∈ S. To define the global action of the RL
agent, first we define the set of actions available to migrate si
as C, i.e. the set of controllers. We denote the action for data
plane component si by ai ∈ {c1 , c2 , ..., cn }. If ai is the initial
controller for data plane component si , it means that this data
plane component will not be migrated.
The RL agent simultaneously chooses an action for each
data plane component si . Therefore, we define the global
action, denoted by a, of the RL agent and it’s represented as a
vector of size |S| = m, where a , [a1 , a2 , ..., am ]. Note that
a global action vector a is equivalent to an association matrix
X(n×m) because each element ai of vector a corresponds to
the master controller of the data plane component si . A global
action a is feasible if it meets the constraints (7b), (7c) and
(7d) of the LBDSA problem.
Rewards. After performing the actions for all data plane
components and obtaining the global action, the RL agent
receives a set of rewards denoted by {R(ai , a−i )}i∈{1,2,...m} .
Each reward R(ai , a−i ) depends both on the chosen action
ai for data plane component si and on the global action
a. We define R(ai , a−i ) to belong to {δ1 , ..., δ4 } where
δ1 , δ2 , δ3 and δ4 are any real numbers such that δ1 > δ2 >
δ3 > δ4 . For j ∈ {1, 2, 3, 4}, the reward R(ai , a−i ) is set to
δj if condition ζj is true. The conditions ζj are given by:
• ζ1 : the global action a is feasible, the data plane component si has not been migrated and the LB factor has
decreased.
• ζ2 : the global action a is feasible, the data plane component si has been migrated and the LB factor has
decreased.
• ζ3 : the global action a is feasible, the data plane component si has been migrated and the LB factor has increased.
• ζ4 : the global action a is not feasible.
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Next, we define how the agent responds to each action to
find a suboptimal policy. Our approach is based on the wellknown learning rule Win-Stay-Lose-Shift Algorithm [24].
B. The Two-Win-Stay-Lose-Shift Algorithm (2WSLS)
In order to solve LBDSA based on the RL framework, we
developed 2WSLS for two-win-stay-lose shift algorithm which
is derived from the win-stay-lose-shift learning strategy. In the
original WSLS algorithm, an action is either a winning action
or a losing one while in our algorithm, we consider two types
of winning actions, hence the name 2WSLS. Given an initial
association between controllers and data plane component,
2WSLS aims to solve LBDSA by finding a suboptimal tradeoff
between the load balancing and the migration cost while
respecting the constraints (7b), (7c) and (7d). In the following,
we describe the first iteration of the algorithm, the learning
process and the termination process.
1) First iteration:
The RL agent simulates 2WSLS independently for each
data plane component. Every data plane component chooses
a random action ai from its action space C. Once every
data plane component has chosen an action, the RL agent
formulates the global action a = [a1 , a2 , ..., am ] and calculates
the load and the response time of each controller. If the global
action is feasible, the agent calculates the rewards according
to the constraints ζ1 , ζ2 , ζ3 and ζ4 .
According to the computed rewards and the formulated
global action, the RL agent can have information about the
reliability of certain actions chosen for the data plane components. Indeed, when a global action is feasible the agent can
find out if: (i) the non-migration of si can increase the LB
factor, i.e. R(ai , a−i ) = δ1 and (ii) the migration of si can
decrease or increase the LB factor, i.e. R(ai , a−i ) = δ2 or δ3 ,
respectively. Whereas, when the global action is not feasible,
the agent cannot know whether the migration or non-migration
of a specific data plane component is beneficial. The acquired
information should be efficiently used by the agent to choose
a better action in the future. Therefore, we define for each
si ∈ S a probability vector πi = [πi [a1 ], πi [a2 ], ..., πi [an ]] of
size n = |C|. Each element πi [ak ] for all k ∈ {1, 2, ..., n}
corresponds to the probability of playing action ai = ck
by RL agent for the data plane component si . Part of the
2WSLS pseudo-code executed by the RL agent for data plane
component si is presented in Algorithm 1.
2) Learning Process:
Once the RL agent computes the rewards and associates
them to the data plane components, it updates the probability
vectors of the data plane components as shown in Algorithm 1.
These updates should efficiently reflect the results that the RL
agent received to improve the learning process. In WSLS, there
are two types of actions: (i) a winning action if the received
reward is higher and (ii) a losing action if the received reward
is not good. In the case of a winning action, the RL agent
continues to play this action in future iterations while in the
case of a losing action, the RL agent should try another action.
The WSLS original learning algorithm has been shown to be
commonly used in binary rewards choice problems. However,
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Algorithm 1 2WSLS for data plane component si

that τ1 > τ2 because the first winning action is better than the
second one. In order to keep the sum of the probabilities in
πi equal to one, all the probabilities πi [aj ] such that aj 6= ai
must be decreased by the same factor as follows:

π [a ] − τ π [a ], if R(a , a ) = δ ,
i j
1 i j
i −i
1
πi [aj ] =
(7)
π [a ] − τ π [a ], if R(a , a ) = δ .

Input: A, τ1 , τ2 , , πi
Output: action ai
if R(ai , a) = δ1 then
πi [ai ] ← πi [ai ] + τ1 (1 − πi [ai ])
for aj ∈ A do
if aj 6= ai then
πi [aj ] ← πi [aj ] − τ1 πi [aj ]
else if R(ai , a) = δ2 then
πi [ai ] ← πi [ai ] + τ2 (1 − πi [ai ])
for aj ∈ A do
if aj 6= ai then
πi [aj ] ← πi [aj ] − τ2 πi [aj ]
else if R(ai , a) = δ3 then
πi [ai ] ← πi [ai ] − 
πi [cinitial ] ← πi [cinitial ] + 
return ai
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where τ1 and τ2 represent the winning increment factors such
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We conduct the simulations using three topologies with a
different number of data plane components (switches), namely
20, 25 and 30 components. For all these topologies, the number
of controllers is set to 5 and for the sake of simplicity,
all controllers have the same capacity α. We assume that
the number of Packet In messages sent by the data plane
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IX. S IMULATION R ESULTS
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where  represents the losing decrement factor and cinitial is
the initial controller of the data plane component si .
Finally, when the reward is equal to δ4 , the global action
is not feasible. In this case, we cannot find out whether the
migration or non-migration of a specific data plane component
is beneficial to minimize the LB factor and the migration cost.
Therefore, the RL agent does not perform any probability update. In other words, the RL agent must favor the exploration
in order to find out better solutions.
3) 2WSLS termination:
The RL agent terminates the execution of the 2WSLS
algorithm when the number of iterations reaches a predefined
threshold or the probability vectors converge. Then, the agent
chooses the last feasible global action a which represents the
f inal
final association matrix Xn×m
.

0.05

0.06
0.05

2 i

When the reward is equal to δ3 , we consider the action
chosen as a losing one because it leads not only to increase
the LB factor but also to migrate a data plane component
which increases the migration cost. Therefore, the probability
of choosing this action is reduced and the probability of not
migrating the associated data plane component is increased,
i.e. the probability of choosing the initial controller. In this
way, we teach the RL agent that it is better not to migrate at
all. Hence, the probability vector is updated as follows:

the modeling must be modified and improved for problems
where the RL agent receives a non-binary reward after each
iteration which is the case in LBDSA.
Since in 2WSLS there is a tradeoff design problem, a single
winning action does not model the multi-objective correctly.
Thus, we define two winning actions and one losing action.
The first winning action results in the δ1 reward and the second
winning action results in the δ2 reward. We consider that the
first winning action is better than the second one (δ1 > δ2 )
because we aim to minimize the LB factor as well as the
migration cost. Thus, the reward of δ1 that corresponds to a
lower LB factor and no migration should have the highest
reward. In the second winning action, the LB factor decreases
but a cost incurs which corresponds to the migration cost of
a data plane component. Therefore, to increase the chance to
converge to the two winning actions at the end of the learning
process, the probabilities of playing these actions must be
increased, but with a preference for the first winning action.
Accordingly, for si ∈ S, the probabilities corresponding to the
two winning actions are updated as follows:

π [a ] + τ (1 − π [a ]), if R(a , a ) = δ ,
i i
1
i i
i −i
1
πi [ai ] =
(6)
π [a ] + τ (1 − π [a ]), if R(a , a ) = δ ,
i

j
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Fig. 11: The impact of the weight factor (ω) on load balancing factor and migration cost for different data plane topologies.
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components is random. To provoke a load imbalance state
in the control plane, we apply great stress on at least one
controller by generating a large number of Packet In messages. The optimization problem (Eq. 5) is modeled in AMPL
[36] and solved using the Knitro solver to obtain a global
optimal solution OPT. For all simulations, we performed 100
independent random realizations which are then averaged out.
Table IV summarizes the key parameters of the simulations.
Name

Description

Value

li

Number of Packet in messages sent by si

[5-500]

α

Capacity of controllers

2000

Tth

Controller response time threshold

0.005 s

R

Number of iterations of 2WSLS

500

R1

Number of realizations of 2WSLS

100

12

on an appropriate threshold, the controllers are divided into
overloaded controllers and underloaded controllers. Then, the
heavy switches are migrated simultaneously from overloaded
controllers to less-loaded ones. We adapted this algorithm by
using our definition of the controller response time (Eq. 1) and
the controller response time threshold defined in Table IV. To
fairly benchmark the performance of 2WSLS against the two
algorithms in [11] and [17], the parameters of our simulation
are chosen similar to those used in [11] and [17].
We evaluate the performance of 2WSLS in two stages.
First, we analyze the parameters of the algorithm, namely the
winning increment factors τ1 and τ2 , the losing decrement
factor  and the number of iterations, denoted by R. Then,
we compare 2WSLS to the optimal solution, denoted by OPT,
MCBLB and SMCLBRT.

TABLE III: Simulation parameters
To benchmark our 2WSLS algorithm, we implemented two
algorithms from the literature called MCBLB for migration
competency-based load balancing [17] and SMCLBRT for
SDN multiple controller load-balancing strategy based on
response time [11]. In order to balance the load in the SDN
control plane, MCBLB uses shift and swap moves to migrate
switches between controllers. The shift move is a simple
migration operation of a switch from an overloaded controller
to an underloaded controller. However, in some cases, shift
moves are not always possible. For instance, when the only
solution to offload a controller is to migrate a heavy switch,
but this switch may overload the final controller. In this case,
swapping two switches can be beneficial for the load balancing. In SMCLBRT, the response time of controllers is used to
figure out if a controller is overloaded or not. Indeed, based
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Before discussing the performance of 2WSLS, we start by
analyzing the results obtained by solving the optimization
problem (Eq. 5) through AMPL modeling and using the Knitro
solver. Fig. 11a, 11b and 11c show the LB factor (Eq. 2)
and migration cost Tm (Eq. 4) values for the three topologies
of 20, 25 and 30 data plane components, respectively. For
each topology, we plot the LB and Tm values for different
tuning tradeoff weights w ∈ [0, 1]. As expected, the results
show that the more the policy is LB-oriented (w > 0.5), the
more we sacrifice on migration cost Tm (i.e. Tm increases)
and vice versa. This value is almost the same for the three
topologies m = 20, m = 25 and m = 30. From these figures,
we can see that Pareto solutions to the optimization problem
(Eq. 5) can be found around w = 0.65. Therefore, in the rest
of the simulations, w = 0.65 is chosen as an efficient and no
dominated solution to the LBDSA problem.
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Fig. 12: The impact of the winning increment factor (τ1 ) on 2WSLS for different data plane topologies.

Objective function value

Objective function value

0.0400

0.0450

0.0375

0.0425

0.0350

0.0400

0.050

0.0375

0.0325

0.0350

0.045

0.0300

0.0325

0.01

0.02

0.03

0.04

0.05

0.06

0.07

Winning increment factor (τ )

(a) m = 20.

2

0.08

0.09

0.0300

OPT, ω = 0.65
2WSLS

0.0425

0.0475

0.055

0.040

OPT, ω = 0.65
2WSLS

0.0500

Objective function value

OPT, ω = 0.65
2WSLS

0.060

0.0275

0.01

0.02

0.03

0.04

0.05

0.06

0.07

Winning increment factor (τ )

(b) m = 25.

2

0.08

0.09

0.01

0.02

0.03 0.04 0.05 0.06 0.07
Winning
increment factor (τ )
2

0.08

0.09

(c) m = 30.

Fig. 13: The impact of the winning increment factor (τ2 ) on 2WSLS for different data plane topologies.
0018-9545 (c) 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
Authorized licensed use limited to: Universite De Sherbrooke. Downloaded on January 19,2021 at 19:33:30 UTC from IEEE Xplore. Restrictions apply.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TVT.2020.3038918, IEEE
Transactions on Vehicular Technology
IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. XX, NO. XX, XXX 2020

A. Parameters of 2WSLS
The performance of the 2WSLS algorithm depends on the
choice of its parameters, namely the winning increment factors
τ1 and τ2 , the losing decrement factor  and the number of
iterations R. Accordingly, they should be chosen carefully to
obtain good results. Fig. 12, 13, 14, 15 and 16 illustrate the
impact of these parameters on the objective function (Eq. 5).
In order to figure out an optimal value of the winning
increment factor τ1 , we compare the performance of 2WSLS
to that of OPT for different values of τ1 . In other words, given
a value of τ1 , how much 2WSLS can minimize the objective
function in Eq. 5 compared to the optimal solution. Fig. 12a,
12b and 12c show that there exists an optimal value of τ1
at which the performance of 2WSLS is close to the OPT
value, given by τ1 = 0.5. This optimal value is almost the
same for the three topologies m = 20, m = 25 and m = 30
which is a very good and an important observation that implies
that our proposed learning algorithm is scalable. We notice,
for all these topologies, that small values of τ1 prevent the
RL agent from converging to the winning actions and, thus,
the performance of 2WSLS decreases. On the other hand,
when the value of τ1 is high, the probability of choosing the
associated winning action will also be high. Therefore, the
RL agent will not explore new actions, which may lead to
better performances, but it will quickly choose few actions by
simply exploiting the current information. Similarly, Fig. 13a,
13b and 13c show, for the three topologies, that there is an
optimal value of the winning increment factor τ2 , given by
τ2 = 0.04, at which the performance of 2WSLS is close to
OPT. Again, Fig. 13 shows the scalability of 2WSLS.
To further verify the scalability of our proposed 2WSLS
algorithm, we compare its performance to that of OPT for
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different control plane topologies, namely n = 5, n = 7 and
n = 9. In other words, we show, via simulations, that the
optimal values of τ1 and τ2 are almost the same for n = 5,
n = 7 and n = 9. To verify the 2WSLS algorithm scalability
under a dense network topology, the number of data plane
components is set to 30 for all these control plane topologies.
Fig. 14a, 14b and 14c illustrate that the performance of our
proposed algorithm is close to OPT performance at τ1 = 0.5
for n = 5, n = 7 and n = 9, respectively. Fig 15a, 15b and 15c
show, for the three control plane topologies, the existence of
an optimal value of τ2 , given by τ2 = 0.04, at which 2WSLS
has close-to-optimal performance. These results conform with
those presented in Fig.12 and Fig.13 and demonstrate the
scalability of our 2WSLS algorithm.
Fig. 16 illustrates the impact of the number of iterations R
on 2WSLS for different values of τ1 . We notice that the performance of the optimal value of τ1 , i.e. τ1 = 0.5, outperforms
the performances of the other values. These results confirm
those obtained in Fig. 12 and 14. Indeed, higher values of τ1
improve the performance of 2WSLS faster while they result
in low performance for a large number of iterations R. For
instance, the performance comparison between τ1 = 0.5 and
τ1 = 0.7 shows that, with τ1 = 0.7, 2WSLS is able to reach
an objective value equal to 0.046 in just 20 iterations while
to reach roughly the same value, 2WSLS needs 30 iterations
with τ1 = 0.5. However, τ1 = 0.5 gives better performances
than τ1 = 0.7 for a large number of iterations. In the case
of small values of τ1 , i.e. τ1 < 0.5, we observe that 2WSLS
does not converge towards good performances even with a
large number of iterations, e.g. R = 500.
The value of δ1 , δ2 , δ3 , and δ4 are not very important.
In other words, any real number values should work fine
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Fig. 14: The impact of the winning increment factor (τ1 ) on 2WSLS for different control plane topologies.
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Fig. 15: The impact of the winning increment factor (τ2 ) on 2WSLS for different control plane topologies.
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Fig. 16: The impact of the number of iterations on 2WSLS.

for the proposed 2WSLS algorithm subject to the constraints
that δ1 > δ2 > δ3 > δ4 . To show that the exact values
of δ1 , δ2 , δ3 , and δ4 are not so important, we compare the
performance of our proposed RL algorithm to that of OPT
algorithm for different chosen random values of δ1 , δ2 , δ3 ,
and δ4 . Precisely, we show, via simulations, that 2WSLS
converges to the same optimal values of the winning increment
factors τ1 and τ2 . For this purpose, we define the vector
∆ = (δ1 , δ2 , δ3 , δ4 ) and we test three different configurations
of ∆. These configurations are given by ∆1 = (2, 1, 0, −4),
∆2 = (7, 5, 3, 1), and ∆3 = (100, 70, 40, 10). Fig. 17a
corresponding to ∆1 , Fig. 17b corresponding to ∆2 , and
Fig. 17c corresponding to ∆3 , show the performance of the
proposed RL algorithm with comparison to OPT algorithm
when varying the winning increment factor τ1 . The three
figures show the existence of an optimal value of τ1 , given by
τ1 = 0.5, at which the performance of our proposed algorithm
is close to optimal. Similarly, Fig. 18a corresponding to ∆1 ,
Fig. 18b corresponding to ∆2 , and Fig. 18c corresponding
to ∆3 , show the performance of the proposed RL algorithm
with comparison to OPT algorithm when varying the winning
increment factor τ2 . The three figures show the existence of
an optimal value of τ2 , given by τ2 = 0.04, at which the
performance of our proposed algorithm is close to the optimal
one. These results comply with those presented in Fig. 12, 13,
14 and 15 for the previously chosen configuration (2, 1, 0, −4)
and demonstrate that the values of the deltas are not very
important unless δ1 > δ2 > δ3 > δ4 . This, indeed, shows that
the 2WSLS is flexible, robust and scalable.
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To verify the effectiveness of 2WSLS in solving the LBDSA
problem, we compare its performance against OPT, MCBLB
and SMCLBRT algorithms in terms of load balancing (LB)
and migration cost (Tm ) separately.
Fig. 19 presents the comparison of 2WSLS, OPT, MCBLB
and SMCLBRT in terms of load balancing (LB) for the three
topologies m = 20, m = 25 and m = 30. Based on these
results, we make the following observations: (1) It is clear that
the performance of 2WSLS is close to that of OPT for the different values of m; (2) The performance gap between 2WSLS
and OPT is almost the same for the different topologies, which
illustrates its scalability; (3) 2WSLS outperforms MCBLB
and SMCLBRT. Indeed, 2WSLS minimize the load balancing
factor better than MCBLB since the latter compares the degree
of load balancing achieved by a shift or a swap move against
only the non-execution of this move. Also, in the definition
of the cost function associated to a shift move or a swap
move, MCBLB includes a factor which encourages migrating
switches with low latency to final controllers. Therefore, this
factor can poorly offload overloaded controllers, which has
an impact on the load balancing. In SMCLBRT, the load
balancing between the controllers is not really considered since
determining whether a controller is overloaded or not depends
only on a predefined threshold. Moreover, SMCLBRT simply
selects the switch with the maximum load from the overloaded
controller’s domain then migrates it to an underloaded one.
In Fig. 20, we compare the performance of 2WSLS, OPT,
MCBLB and SMCLBRT in terms of migration cost (Tm ) for
the three topologies m = 20, m = 25 and m = 30. Note that
the migration cost results, presented in Fig. 20, are obtained for
the same realizations as the load balancing results in Fig. 19.
We can observe that the migration cost of 2WSLS is the closest
one to that of OPT for all m values. Furthermore, for the
three topologies, we notice that the gap between the 2WSLS
and OPT migration costs remains constant which illustrates
its scalability. We can once again confirm that 2WSLS gives
better performance compared to MCBLB and SMCLBRT.
MCBLB is outperformed by 2WSLS because it uses swap
moves when shift moves are not possible. In other words,
swap moves generate more migration operations than shift
moves which increases the migration cost. As for SMCLBRT,
we can see that it has the worst performance among all
algorithms in terms of migration cost. Indeed, SMCLBRT uses
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Fig. 17: The impact of the winning increment factor (τ1 ) on 2WSLS for different reward configurations.
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Fig. 18: The impact of the winning increment factor (τ2 ) on 2WSLS for different reward configurations.

Fig. 19: The performance of 2WSLS in terms of load balancing (LB) compared to OPT, MCBLB and SMCLBRT.

requirements of delay sensitive applications are satisfied. For
this purpose, first, we built Auto Regressive Integrated Moving
Average (ARIMA) and Long Short-Term Memory (LSTM)
models to predict the load of SDN controllers and compared
their performance in terms of accuracy in short-term and longterm predictions. Comparison results showed that ARIMA
lightly outperforms LSTM in short-term predictions while
LSTM widely surpasses ARIMA in long-term predictions.
Long-term predictions allow to preemptively figure out if the
load in the control plane will be unbalanced and, consequently,
schedule migration operations in advance. Second, to select
which data plane component should be migrated and where
the migration should happen, we formulate the load balancing
for delay sensitive applications (LBDSA) problem as a nonlinear binary program and prove its NP-completeness. To solve
this problem, we proposed a reinforcement learning algorithm,
called 2WSLS, which is inspired by the well-known learning
rule of win-stay-lose-shift. Finally, we benchmark 2WSLS
against two algorithms from the literature. Simulation results
demonstrated that 2WSLS has close to optimal performance
and outperforms the benchmark algorithms in terms of load
balancing and migration cost.

Fig. 20: The performance of 2WSLS in terms of migration
cost (Tm ) compared to OPT, MCBLB and SMCLBRT.
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